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1
Decision/action requested

This contribution proposes to update the conclusion of KI#2 in the FS_Ranging_SL_Sec study TR 33.893
2
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3
Rationale
This pCR proposes to update the conclusion of KI#2 in TR 33.893 [1].
The update is related to token-based authorization. It is proposed to use token to authorize the peer UE without the assistance of network. 

As claimed in the first security requirement of KI#2,
The 5G Ranging/SL positioning system shall be able to support the authorization of the UE as a target UE/reference UE/assistant UE/Located UE/SL Positioning Server UE in the Ranging/Sidelink Positioning service.

To address the above security requirement, the Ranging/SL Positioning UE shall be able to independently check the authorization of peer UE without the assistance of network. 
By reusing the security mechanism defined in TS 33.536 [3], the long term credential provisioned to the authorized UE forms the root of security of the PC5 link. However, the long term credential used to establish the RSPP security is not associated with role information. 
When receiving the DCR message including the role information from the peer UE, the UE cannot determine whether the claimed role of peer UE is authorized. If the UE trusts the peer UE whose the claimed role is not authorized and performs the Ranging/SL Positioning procedure, its privacy sensitive information will be compromised.
4
Detailed proposal

*************** Start of the Change ****************

7.1
Conclusion on Key Issue #2
The following conclusions are made on Key Issue #2:
-
For authorization of a third party server for Ranging/SL Positioning service exposure, the MT-LR procedure specified in TS 23.273 [9] is taken as the baseline. The GMLC interacts with the UDM to check the UE privacy profile and interacts with the AMF to determine whether the third party server is authorized to obtain the ranging information of the UEs. 
-
To authorize the UE in its role (e.g. as a Target UE/Reference UE/Located UE/SL Positioning Server UE) in a Ranging/Sidelink Positioning service, the authorization is performed as the following:

-
When the UE claims its role towards the peer UE, an Oauth 2.0 based token corresponding to the claimed role is exchanged during the link establishment procedure. Based on the token, the Ranging/SL Positioning UE can independently verify what Ranging/SL positioning service the peer UE is authorized to use and what role the peer UE is authorized to act. Only when the roles of both UEs are successfully authorized, the PC5 link could then be established between the UEs. The token could be provided by the application server or by the network. 
NOTE:
Whether the authorization is based on the existing UE LCS privacy profile in UDM or whether it’s new data or profile is to be decided in normative work, and needs to be coordinated with SA2.
NOTE:
The details of token will be decided during normative phase.
Editor’s Note: Further conclusions are FFS. 
*************** End of the Change ****************
